In this paper, we will study Lee, Kim and Yoo, a verifier password typed key agreement scheme and demonstrate that the scheme is not secure. Then, the authors will propose an enhanced verifier typed key agreement scheme relied on Lee, Kim and Yoo scheme and demonstrate that the propose scheme resists against password guessing attack and stolen verifier attack. The authors are claimed that the proposed scheme is more secure and efficient compare with Lee, Kim and Yoo.
Introduction
Password-based authenticated key agreement has recently received high attention because it plays an important role to employ an authenticated key agreement schemes. In general, classical password schemes require only a human memorable shared between the entities. However, password-based key agreement schemes are prone to password guessing attacks, because the user often select the password so that it can be easily memorized, which means that they are likely to be much easier to guess than randomly selected passwords.
The key agreement protocol is one of the important techniques in public key cryptography similar to encryption and digital signature schemes. Such scheme allow two or more entities to exchange information over insecure channel and agree on a shared session key, which can employed later for secure communication between the entities. Therefore, secure key agreement scheme serve as basic building block for constructing high level of security. Secure communication requires only trusted entities that have a copy of secret key, while secret key can guarantee confidentiality, user authentication, and message integrity. In network we should able to securely distribute keys over a distance at a timely manner. It seems that, key distribution is the main problem and should be as hard as the cryptography scheme and should be able to ensure that only trusted entities have the copy of the secret key. Most schemes have an aim is to construct key on every scheme execution. In this case, the keying information define static key which will result each time the scheme is implemented by a given pair of entities. Schemes involving such fixed keys are insecure under known-key attacks.
On the other hand, dynamic key protocol is established by a group of entities differ on each execution. Dynamic key is also denoted as session key establishment. In this case the session key is dynamic, and it is generally intended that the scheme is invulnerable to known-key attacks [1] . It is preferable that each entity in a key establishment scheme is able to find out the correct identity of others which may gain access to the resulting key, including prevention of any illegal entity from deducing the same key. This needs identifications of both entities and the secret key [2] . However, the first two-party key agreement is the Diffie and Hellman scheme [3] . But, in fact Diffie and Hellman scheme is defenseless to man-in-middle attack because entities engaged with the scheme and have no channel to authenticate each other.
Also, password-typed scheme is vulnerable to dictionary attack since many entities tend to select memorable passwords of relatively low entropy [4] . In passwordtyped key agreement scheme the data depicted from the password is entirely common between the entities. In this case the hacker can get access to private messages, and then he can pretend any entity. To a key agreement scheme running in centralized approach, it is vulnerable to stolen-verifier attack, and the hacker who gets the verifier from the server will attempt to impersonate any entity by agree on a session key with the server.
Passwords can be simply guessed when entity selected his own password in document [5] . Storing message version of password on server is unsecure. This weakness is existed in all widely used schemes.
However, the suggested scheme is secure against dictionary attacks as long as we use only one time keys with server. The suggested scheme also offers great forward secrecy even when one key is revealed the following session keys will not be revealed. As we do not 
Related Work
Since the innovative method that withstands the password guessing attacks was presented in 1989 by Lomas, Gong, Saltzer and Needham [6] , there have been a several password-typed authenticated key agreement schemes were introduced.
In 1996, Jablon [7] proposed a scheme were security relied on heuristic arguments. Also, in 1999 Halevi and Krawczyk [8] introduced another scheme, the scheme considered as inflexible for security of password-typed authenticated scheme. However, Boyarsky in 1999 [9] improved this scheme by making it secure in multi-user environment, but, this scheme is inappropriate for situation where communication has to be established between entities those sharing a common limited-entropy password. In 2000 [10] , another password -typed key exchange scheme has been suggested by Boyko, MacKenzie and Patel. This scheme is relied on two-party password-typed scheme. An enhancement for this scheme was made to multi-party setting by Bresson, Chevassut and Pointcheval [11] . The security of Bresson, Chevassut and Pointcheval scheme is based on the arbitrary oracle approach and in the ideal cipher approach.
In 2004, Lee, Kim, Kim and Yoo [12] suggested a verifiable-typed key agreement scheme. In this scheme, the entity employs a document of the password, while the server keeps as a verifier for the password. Thus the scheme cannot let an opponent who able to exchange information with the server to impersonate any entity without running the dictionary attack in the password file. But, the scheme is not protected against stolen-verifier attack as Kwon, in 2004[13] have claimed. Also, Yoon and Yoo Kin 2005 [14] proposed a two-party key agreement scheme relied on Diffie and Hellman scheme. Also, in 2006, Strangio [15] presented another two-party key agreement protocol relied also on Diffie and Hellman scheme. Both schemes are not appropriate for large networks since they cannot assume each party shares a secret password with other entity.
However, the first work that copes with off-line dictionary attacks is introduced in 2007 by Bellovin and Merritt [16] . They presented a family of encrypted key exchange to resist dictionary attack. This protocol is very important and become the foundation for future work in this area. In 2008, Shakir Hussain and Hussein Al-Bahadili [17] proposed simple authenticated key agreement protocol which is relied on Diffie and Hellman key agreement protocol. Unfortunately, this protocol is inefficient for practical use and does not allow concurrent executions. Also, this scheme is simple and cost effective. In 2009, SeongHan Shin, Kazukuni Kobara and Hideki Imai [18] introduced a scheme relied on threshold anonymous scheme. However, the scheme is complicated and costly.
In this paper, we will briefly evaluate Lee, Kim, Kim and Yoo 2004 [12] key agreement scheme and show its weaknesses to stolen-verifier attack. Then, we introduce a new scheme that verifier-typed key agreement scheme. The new scheme resists password guessing attack and stolen-verifier attack.
Lee, Kim and Yoo Scheme
In 2004 Lee, Kim and Yoo [12] introduced a verifier based key agreement scheme. They claimed that the proposed scheme was secure in the case of server compromise. It indicates that when the hacker attacks the server, he cannot obtain sufficient information to pose as an entity without execution a dictionary attack on the password file. Now, we briefly describe their scheme which is as follows: 
Notations Used

Vulnerabilities
Lee, Kim and Yoo claimed that the scheme was secure in the case of server compromise. But, in 2005 Shim and Seo [19] stated that the scheme was weak against stolen verifier attack. On the other hand, given the verifier, the hacker can impersonate an authorized entity A to negotiate a session key with the server entity B . The weakness of the scheme is that entity B has not an efficient way to verify the message claimed to be sent by entity A . So, we develop the scheme of Lee, Kim and Yoo by introducing a new verifier-typed authenticated protocol, which resists against stolen verifier attack.
The Proposed Password Scheme
The description of the scheme is as follows:
Algorithm of the Proposed Scheme
The steps of the algorithm are as follows:
Step 1: Entity A 1.1. Select a password P 
Step 1: Entity A 
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